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• चԭդᎱ໊ḵጱᴠလොໜ 
• Q&A



ቘమጱӤᗑ
ၠ᧨ၞᰁۙ೮Өᴠလ



፥ਫጱӤᗑ
ၠ᧨ၞᰁۙ೮Өᴠလ
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᪠ኧ
ᗑᒊ๐ۓ
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ၞᰁۙ೮
ၠ᧨ၞᰁۙ೮Өᴠလ

• ᱾᪠ӧਞق 
• ᦡᦇӤ๚ᘍᡤਞق 
• ᵋ፳ᦇᓒݎێ҅ਞق᱾᪠ݒӧਞق 

• ଗಟਞق᱾᪠҅ᬼֵ᱾᪠ֵአ୧ਞقොໜ

ᕣᒒ ๐ۓ



DNS ฎই֜ૡ֢ጱ
ၠ᧨ၞᰁۙ೮Өᴠလ

አಁᦡ॓ۓ๐ݷऒول

•᭗ଉኧISP׀ 
•ᖨਂӤӞᕆऒݷ๐ۓጱᕮຎ

•ၨᥦݢᚆտᖨਂऒݷᥴຉ 
•አಁᔮᕹӾݢզํᛔ૩ጱऒݷ
ฉᤒ

UDP ಸ

www.meituan.comጱIP࣎ࣈฎҘ



DNS ฎই֜ૡ֢ጱ
ၠ᧨ၞᰁۙ೮Өᴠလ

ۓ๐ݷऒول

•DNS ᕆᘶጱᇙ٬ਧԧӾ᭔ݢզํ
ๅग़ऒݷ๐ۓ

ᶮᕆऒݷ๐ۓ

•ኧᶮᕆऒݷᕪ០ᖌಷ 
ਹ̵᭗አࢵԅӨړᕡݢ•

౯ԞӧᎣ᭲҅ 
ᳯᳯcomғmeituan.comҘض

TTLک๗



DNS ฎই֜ૡ֢ጱ
ၠ᧨ၞᰁۙ೮Өᴠလ

শऒݷ๐ولۓऒݷ๐ۓ

•᭗ଉኧӫӱጱऒݷ๐ۓ
 ׀

•ᨻԣऒݷӞᛱտ׀

ಅզwww.meituan.comጱIPฎҘ



ই֜ວ DNS
ၠ᧨ၞᰁۙ೮Өᴠလ

•ᓫද hosts կ 
•ೝ౼ DNS ᧗

 ᄋ၏ۓአ DNS ๐ڥ•
•ວӤӞᕆ DNS

•ວ᱾᪠ᦡ॓ 
•ӾᳵՈධڋ



ই֜ಽக DNS ಭྰ
ၠ᧨ၞᰁۙ೮Өᴠလ

᪠ኧ
ᗑᒊ๐ۓ

1

2

DNS over XXX

• TLS (Cloudflare) 
• HTTP (ᚸᦔԯ̵ᴨ᯾ԯ) 
• HTTPS (Cloudflare̵Google)

உ᭳ Web ෫ဩፗളֵአ



ၠ᧨ၞᰁۙ೮Өᴠလ

᪠ኧ
ᗑᒊ๐ۓ

<html> 
<script src=“a.js” 

….

<html> 
<script src=“harmful.js” 

<script src=“a.js” 
….

HTTP ၞᰁۙ೮



Content Security Policy
ၠ᧨ၞᰁۙ೮Өᴠလ

Content-Security-Policy:  
directive: rules; 

default-src 'none';  
script-src 'self';  
connect-src 'self';  
img-src 'self';  
style-src 'self'; 

֢አғ 
• ਧྯᐿᩒრᔄࣳݢզےಗᤈጱկ 
• ԆᥝአԭᴠகXSSධڋ 
• Ԟݢզአԭ୩ᬼᩒრֵአ https ے 

ᗌᅩғ 
• አԭ http ᶭᶎ෫ဩಽಯӾᳵՈධڋ 
• ᥢྲڞ॔ 
• ۖߥாڠୌᚕጱֵአ



Subresource Integrity
ၠ᧨ၞᰁۙ೮Өᴠလ

֢አғ 
 ᯈፘଫhashጱᩒრ܃ಗᤈݝ •

ᗌᅩғ 
• አԭ http ᶭᶎ෫ဩಽಯӾᳵՈධڋ 
• ۖߥாڠୌᚕጱֵአ 
• ໊ḵ०ᨳݢߥአ 
• ّํᴴ҅iOS Safariӧඪ೮

<script crossorigin="anonymous"  
integrity=“sha256-+Ec97…E=“  
src=“https://a.com"></script>



HTTPS ݻᩳ
ၠ᧨ၞᰁۙ೮Өᴠလ

SSL/TLS Ӥጱhttp



HTTPS ฎই֜ૡ֢ጱ
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓၨᥦ

ᬳള80ᒒݗҁHTTP҂

᯿ਧݻᛗ https://

ᬳള443ᒒݗҁTCP҂



HTTPS ฎই֜ૡ֢ጱ
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓၨᥦ

SSL/TLSൎಋ ݎᭆඪ೮ੂےॺկ

ᭌੂےݐॺկ̵ݎᭆᦤԡ



SSL / TLS
ၠ᧨ၞᰁۙ೮Өᴠလ

ᳵ ᇫா ّ ॓ဳ

SSL 1.0 N/A N/A N/A

SSL 2.0 1995 ᴾܧ

SSL 3.0 1996 ᴾܧ IE 6݊զӤ

TLS 1.0 1999 ᴾܧ IE 6݊զӤ SSL 3.0૧உ
ੜ

TLS 1.1 2006 ᴾܧ IE 8݊զӤ

TLS 1.2 2008 വគ IE 8݊զӤ

TLS 1.3 2018 កໜ Chrome 64݊զӤ



ॺկੂے
ၠ᧨ၞᰁۙ೮Өᴠလ

 ᖗ: TLSڹᦓܐ •
• ੂᰬԻഘ / ੂᰬࠟܐ: RSA 
• හഝੂےᓒဩ: AES_128_GCM 
• හഝ໊ḵᓒဩ: SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256



HTTPS ฎই֜ૡ֢ጱ
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓၨᥦ

SSL/TLSൎಋ ݎᭆඪ೮ੂےॺկ

Իഘᰬੂ / ࠟܐᰬੂ

ᭌੂےݐॺկ



ࠟܐᰬੂ
ၠ᧨ၞᰁۙ೮Өᴠလ

• ӧฎԻഘ“ੂᰬ”҅ᘒฎԻഘ“ኞ౮ੂᰬጱמ௳” 
 ᥡࢱզᤩձᒫӣොݢጱᬦᑕࠟܐᰬੂ •
Ძىᦤԡ֛ᔮጱفᵱᥝᦊᦤղ҅ᬯฎࠟܐᰬੂ •



HTTPS ฎই֜ૡ֢ጱ
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓၨᥦ

SSL/TLSൎಋ ݎᭆඪ೮ੂےॺկ

Իഘᰬੂ / ࠟܐᰬੂ

HTTPහഝੂے

ᭌੂےݐॺկ

ᕮൎಋ (ੂے)



SSL strip
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓၨᥦ

HTTPܐᦓᬳള ᬳള80ᒒݗ

᯿ਧݻᛗ https://

ӾᳵՈ

HTTPܐᦓᬳള ᬳള80ᒒݗ



SSL strip
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓၨᥦ

᯿ਧݻᛗ https://

ӾᳵՈ

https://

զhttpܐᦓᬬࢧ

ጭ୯ڂᦤ



HTTP Strict-Transport-Security
ၠ᧨ၞᰁۙ೮Өᴠလ

Strict-Transport-Security: max-age=<expire-time>

• ӥེ᧗ਧֵአ HTTPS 
• ०පᳵԅ1ଙ 
• Chrome ݢզٖᗝӞ᮱ړऒݷ 

ᳯ᷌ғ 
• HTTP ܐᦓ෫ප 
• አಁጱᒫӞེᦢᳯӧݑഴ 
• Chrome ጱ“ᶼے”ڜᤒํ᷐ݷᴴ



चԭ SSL / TLS ጱධڋ (FREAK)
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓၨᥦ ӾᳵՈ

ᓫදSSL ൎಋ

ӧਞقጱੂᰬࠟܐӧਞقጱੂᰬࠟܐ

ᐺᰬᆷᏈ 512֖RSAੂے

ጱ᧗ੂے



512֖ጱRSA
ၠ᧨ၞᰁۙ೮Өᴠလ

https://github.com/eniac/faas

The purpose of the FaaS (Factoring as a Service) project is to demonstrate that 512-bit 
integers can be factored in only a few hours, for less than $100 of compute time in a public 
cloud environment. This illustrates the amazing progress in computing power over time, and 

the risk of continued use of 512-bit RSA keys.

“

”

ᥴ҅ᘙᩒӧ᩻ᬦ$100ړୗࢩහੜٖࣁݢӤ҅512֖ᳩጱෆහۓԯ๐ํلࣁ



ᭌਞقጱੂےॺᤰ
ၠ᧨ၞᰁۙ೮Өᴠလ

https://wiki.mozilla.org/Security/Server_Side_TLS



Ջԍฎ CDN
ၠ᧨ၞᰁۙ೮Өᴠလ

۹Ղአಁ ᗑᒊ๐ۓ

ၹܖአಁ

አಁ಄ጱ᪗ᐶਮᥡਂࣁ

• አಁᗑᕶሾह܉૧ӡڦ 
• ྯӻ਼ଃࠟᕚ᪠ӧݶ

!

"



Ջԍฎ CDN
ၠ᧨ၞᰁۙ೮Өᴠလ

۹Ղአಁ ᗑᒊ๐ۓ

ၹܖአಁ

᭛ᗑᒊٖጱᦢᳯےۓአᮝᬪጱ๐ڥ

ᮝᬪጱCDN

• CDNጱᕚ᪠ᨶᰁঅ 
• CDNݢզ᩸کӞਧᖨਂ֢አ

!

#



ၞ CDN
ၠ᧨ၞᰁۙ೮Өᴠလ

ᗑᒊ๐ۓ

ၹܖአಁDNS

ᮝᬪጱCDN

1

2
 አಁ܄ࣈݶአ DNS ӧڥ
ᛗӧݶጱ CDN ᜓᅩ



CDN Ӥጱၞᰁۙ೮
ၠ᧨ၞᰁۙ೮Өᴠလ

۹Ղአಁ ᗑᒊ๐ۓ

ၹܖአಁ

CDN ጱࢧრ᱾᪠ইຎฎ HTTP ᕚ᪠Ҙ

ᮝᬪጱCDN

• Ӟེߥय़ಢᰁአಁ 
• ᖌಷᘏᵙզݎሿ

!

$



᱾᪠ᳯ᷌ጱഭັ
ၠ᧨ၞᰁۙ೮Өᴠလ

ਮᦫଉ

KAᗭݍḇ

RDᦶ॔ሿወ᱾᪠ඳᵑ

ᦶݎ&॔ץᇇ

• ඳᵑጱሿّᳯ̵᷌ऒᳯ᷌ፘ֒ 
• ഭັᬦᑕᵱᥝ๋॔ݍᕣአಁဋ᭗ 
ᚆᛘๅग़ᳯ᷌ݢݎ჻̵ࢧ॔ݍ •



᱾᪠ඳᵑጱᇙᅩ
ၠ᧨ၞᰁۙ೮Өᴠလ

• ଫᧆᬬ200ࢧጱ᧗҅ਫᴬݒ౮0ҁhttpӧ౮ۑ҂ 
• ᑱᆐݎኞࣁӞ̵܄ࣈղጱᬩ០ࠟ๐܄ۓऒ 
• ဌํᕹӞጱᥴ٬ොໜ҅֕ӧդᤒӧᚆ݊ݎሿ

CDNᜓᅩᬬࢧጱᩒრ҅ࢩgzipڊᲙ҅ਫᴬᬬࢧጱٖ૪ବ෫ဩֵአ



ሿํොໜ
ၠ᧨ၞᰁۙ೮Өᴠလ

• ොໜAғࣁԶղ̵܄ࣈᛔୌፊၥᒊ҅ਧ๗ಬࢴݐਧᩒრ
• ᳯ᷌ғᩒრॡࢴਧ҅ፊၥᒊහᰁԞᬱᬱӧड़ 

• ොໜBғӱۓොࣁᛔ૩ጱhtmlӾፊލᩒრጱerrorԪկ
• ᳯ᷌ғ෫ဩᏟᦊᳯ᷌ࣁԭ᱾᪠҅Ԟݢᚆݝฎฦ᭗ጱjsڊᲙ 

• ොໜCғֵአᒫӣොմӱ๐ۓᬰᤈፊഴ
• ᳯ᷌ғ๐᩼ۓग़౮᩼ṛ 

• ොໜDғCSP̵SRI
• ᳯ᷌ғّᅎၚ૧҅෫ဩᬰᤈᛔਧԎ᭦ᬋ



चԭդᎱ໊ḵጱᴠလොໜ
ၠ᧨ၞᰁۙ೮Өᴠလ

• ፊഴᕆڦฎӱۓᕆ҅ᘒӧฎӻ
URL


• ᕳӱۓො᪃ड़ጱᑮᳵ؉ᴳᕆ


• ᭗ᬦᵞӾړຉᴳ̵֗ڣᦄಸ
ูᷚጱݢᚆ


• Damocles ๐ۓඳᵑӧߥӱۓ

ᶭᶎے

ᓀᭌᶭᶎᩒრ

ഔىᲫמ௳

Ӥಸ Ӥಸ ᯿නCDNᩒრ

ྲىᲫמ௳

ۓḇӱݍ

ಸᦄय़

ଫߥڊ؉

አಁၨᥦ ӱۓො Damocles

ӱۓොݢզ໑ഝᛔ૩ጱᵱ 
٬ਧই॒֜ቘ

ၨᥦӥ->ݎᭆמ௳->๐ۓӥ->ྲמ௳



පຎ
ၠ᧨ၞᰁۙ೮Өᴠလ

• 3ӻ์༄ၥկ᩻ᬦ10,480,084ེ


• 3์13෭۹Ղ܄ࣈᘶ᭗ᕚ᪠ݎኞᩒრۙ೮҅౯ժ21ࣁᅩݎሿଚ݊᭗ᎣSREᬰ

ᤈԧCDNڔഘ҅᭗ᎣPM؉অԧਮᦫᶼ॓



Q&A
• ᗦࢫᰂᣟ೮ᖅතय़ڹᒒ 

• Node.js? Service Worker? WebAssembly? 

• ཻᬨӞ᩸ਫ᪢



ๅग़ದଗᨵ
ཻᬨဳى“ᗦࢫದࢫᴚ”

ᘷ:  ڹᒒૡᑕ
ᮒᓟғliuyanghe02@meituan.com


